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DETAILED ACTION 
Continued Examination Under 37 CFR LI 14 

1 . A request for continued examination under 37 CFR 1.114, including the fee set forth in 
37 CFR 1 .17(e), was filed in this application after final rejection. Since this application is 
eligible for continued examination under 37 CFR 1.114, and the fee set forth in 37 CFR 1.17(e) 
has been timely paid, the finality of the previous Office action has been withdrawn pursuant to 
37 CFR 1.114. Applicant's submission filed on 28 April 2006 has been entered. 

Response to Amendment 

2. The amendment filed 28 April 2006 is objected to under 35 U.S.C. 132(a) because it 
introduces new matter into the disclosure. 35 U.S.C. 132(a) states that no amendment shall 
introduce new matter into the disclosure of the invention. The added material which is not 
supported by the original disclosure is as follows: the local memory is exclusively associated 
with the cryptographic processor. Page 13 of the specification on lines 7-8 recites "a load 
command loads one or more operands from the system memory 22 (e.g., the data buffer(s) 47) to 
the local memory 36 at block 142," which shows that the local memory is not exclusively 
associated with the cryptographic processor. 

Applicant is required to cancel the new matter in the reply to this Office Action. 

Response to Arguments 

3. Applicant's arguments, filed 28 April 2006, that England does not disclose a local 
memory that is exclusively associated with a cryptographic processor have been fully considered 
and are persuasive. Therefore, the rejection has been withdrawn. However, upon further 
consideration, a new ground(s) of rejection is made in view of Davis, U.S. Patent No. 5,844,986. 
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Claim Rejections - 35 USC § 101 

4. Claims 27-29, 32 are rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter. Claims 27-29, 32 are directed to a computer program 
product that comprises a computer readable program medium having computer readable program 
code embodied therein. The specification discloses that this computer readable medium can be 
electromagnetic, infrared (Page 6), and even a sheet of paper with code printed thereon (Page 7). 
These claims are nonstatutory because the mediums described in the specification are not 
capable of causing functional change in a computer. See, e.g., Warmerdam , 33 F.3d at 1361, 31 
USPQ2d at 1760. "Functional descriptive material consists of data structures and computer 
programs which impart functionality when employed as a computer component." Interim 
Guidelines for Examination of Patent Applications for Patent Subject Matter Eligibility Annex 
IV, Oct. 26, 2005, at 

http://www.uspto.gov/web/offices/pac/dapp/opla/preognotice/guidelinesl01 20051026.pdf , 
1300 OG 142 (Nov. 22, 2005). The claims should be amended to specify that the computer 
readable program medium is a storage medium. 

Claim Rejections - 35 USC § 112 

5. The following is a quotation of the first paragraph of 35 U.S.C. 1 12: 

The specification shall contain a written description of the invention, and of the manner and process of making 
and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the art to which it 
pertains, or with which it is most nearly connected, to make and use the same and shall set forth the best mode 
contemplated by the inventor of carrying out his invention. 

6. Claims 1,6, 16, 21, 27, 32 and rejected under 35 U.S.C. 1 12, first paragraph, as failing to 
comply with the written description requirement. The claim(s) contains subject matter which 
was not described in the specification in such a way as to reasonably convey to one skilled in the 
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relevant art that the inventor(s), at the time the application was filed, had possession of the 
claimed invention. The added material which is not supported by the original disclosure is as 
follows: the local memory is exclusively associated with the cryptographic processor. Page 13 of 
the specification on lines 7-8 recites "a load command loads one or more operands from the 
system memory 22 (e.g., the data buffer(s) 47) to the local memory 36 at block 142," which 
shows that the local memory is not exclusively associated with the cryptographic processor. For 
the purposes of examination it will be assumed that the local memory is intended to be an 
element of the cryptographic processor as shown in figure 1 of the specification. 

7. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

8. Claims 1, 2, 16, 17 are rejected under 35 U.S.C. 1 12, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. 

9. Claim 1 recites, "generating a result... storing the result at a second relative position in 
the location memory," and claim 2 recites, "executing the instruction that references., .a second 
one of the operands using a second relative position in the local memory," which renders the 
claim indefinite because it is unclear whether the claimed result or the second operand is stored 
at the second position in local memory. For the purposes of examination, the claims will be 
treated as having the claimed first and second operands being reference from contiguous 
locations in location memory with the result of the instruction being stored in a non-specific 
location of the local memory. 
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10. Claim 16 recites, "generating a result. . .storing the result at a second relative position in 
the location memory," and claim 17 recites, "executing the instruction that references... a second 
one of the operands using a second relative position in the local memory," which renders the 
claim indefinite because it is unclear whether the claimed result or the second operand is stored 
at the second position in local memory. For the purposes of examination, the claims will be 
treated as having the claimed first and second operands being reference from contiguous 
locations in location memory with the result of the instruction being stored in a non-specific 
location of the local memory. 

Claim Rejections - 35 USC § 102 

1 1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 

12. Claims 1, 6, 16, 21, 27, 32 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Davis, U.S. Patent No. 5,844,986. Referring to claim 1, Davis discloses a secure bios system that 
includes a host processor coupled to system memory (Figure 1, elements 30 & 32) and a 
cryptographic processor coupled to a local memory (Figure 1, elements 41 & 42), which meets 
the limitations of a cryptographic processing system that comprises a host processor, a system 
memory coupled to the host processor, a cryptographic processor integrated circuit that 
comprises a local memory and is coupled to the host processor and the system memory (Figure 
1, element 33), the local memory is exclusively associated with the cryptographic processor. The 
cryptographic processor actively retrieves new BIOS program code from the host processor 
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system memory, and stores the new BIOS program internally (Col. 3, lines 54-58), which meets 
the limitation of loading at least one operand from the system memory to the local memory. The 
cryptographic processor authenticates the new BIOS program code using digital signature 
techniques that require public/private key cryptography (Col. 3, line 65 - Col. 4, line 4), which 
meets the limitation of executing an instruction using the cryptographic processor that references 
the at least one operand using a first relative position in the local memory. The digital signature 
generated would meet the limitation of a result generated based on the at least one operand. Once 
the authentication operations have been performed, the cryptographic processor can make a 
determination as to the validity of the new BIOS program (Col. 4, lines 7-10). Since this 
determination is being performed in the cryptographic processor, the digital signature would 
have to be stored in the local memory so that the cryptographic processor could operate on it 
when making the determination. Therefore, the limitation of storing the result at a second relative 
position in the local memory is met. Whenever data is stored, it is stored in a position relative to 
the base address of that local memory, and that position can be measured by an offset from that 
base address. Therefore, the limitation of the first relative position comprises a first offset from a 
base address in the local memory, and the second relative position comprises a second offset 
from the base address in the local memory. 

Referring to claim 6, Davis discloses a secure bios system that includes a host processor 
coupled to system memory (Figure 1, elements 30 & 32) and a cryptographic processor coupled 
to a local memory (Figure 1, elements 41 & 42), which meets the limitations of a cryptographic 
accelerator processor integrated circuit that comprises a local memory that is exclusively 
associated with the cryptographic accelerator processor. The cryptographic processor actively 
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retrieves new BIOS program code from the host processor system memory, and stores the new 
BIOS program internally (Col. 3, lines 54-58). The cryptographic processor authenticates the 
new BIOS program code using digital signature techniques that require public/private key 
cryptography (Col. 3, line 65 - Col. 4, line 4), which meets the limitation of executing an 
instruction using the cryptographic accelerator processor that references at least one operand 
using a first relative position in the local memory. The digital signature generated would meet 
the limitation of a result generated based on the at least one operand. Once the authentication 
operations have been performed, the cryptographic processor can make a determination as to the 
validity of the new BIOS program (Col. 4, lines 7-10). Since this determination is being 
performed in the cryptographic processor, the digital signature would have to be stored in the 
local memory so that the cryptographic processor could operate on it when making the 
determination. Therefore, the limitation of storing the result at a second relative position in the 
local memory is met. Whenever data is stored, it is stored in a position relative to the base 
address of that local memory, and that position can be measured by an offset from that base 
address. Therefore, the limitation of the first relative position comprises a first offset from a base 
address in the local memory, and the second relative position comprises a second offset from the 
base address in the local memory. 

Referring to claim 16, Davis discloses a secure bios system that includes a host processor 
coupled to system memory (Figure 1, elements 30 & 32) and a cryptographic processor coupled 
to a local memory (Figure 1, elements 41 & 42), which meets the limitations of a cryptographic 
processing system that comprises a host processor, a system memory coupled to the host 
processor, a cryptographic processor integrated circuit that comprises a local memory and is 
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coupled to the host processor and the system memory (Figure 1, element 33), the local memory 
is exclusively associated with the cryptographic processor. The cryptographic processor actively 
retrieves new BIOS program code from the host processor system memory, and stores the new 
BIOS program internally (Col. 3, lines 54-58), which meets the limitation of means for loading at 
least one operand from the system memory to the local memory. The cryptographic processor 
authenticates the new BIOS program code using digital signature techniques that require 
public/private key cryptography (Col. 3, line 65 - Col. 4, line 4), which meets the limitation of 
means for executing an instruction using the cryptographic processor that references the at least 
one operand using a first relative position in the local memory. The digital signature generated 
would meet the limitation of means for generating a result based on the at least one operand. 
Once the authentication operations have been performed, the cryptographic processor can make a 
determination as to the validity of the new BIOS program (Col. 4, lines 7-10). Since this 
determination is being performed in the cryptographic processor, the digital signature would 
have to be stored in the local memory so that the cryptographic processor could operate on it 
when making the determination. Therefore, the limitation of means for storing the result at a 
second relative position in the local memory is met. Whenever data is stored, it is stored in a 
position relative to the base address of that local memory, and that position can be measured by 
an offset from that base address. Therefore, the limitation of the first relative position comprises 
a first offset from a base address in the local memory, and the second relative position comprises 
a second offset from the base address in the local memory. 

Referring to claim 21, Davis discloses a secure bios system that includes a host processor 
coupled to system memory (Figure 1, elements 30 & 32) and a cryptographic processor coupled 
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to a local memory (Figure 1, elements 41 & 42), which meets the limitations of a cryptographic 
accelerator processor integrated circuit that comprises a local memory that is exclusively 
associated with the cryptographic accelerator processor. The cryptographic processor actively 
retrieves new BIOS program code from the host processor system memory, and stores the new 
BIOS program internally (Col. 3, lines 54-58). The cryptographic processor authenticates the 
new BIOS program code using digital signature techniques that require public/private key 
cryptography (Col. 3, line 65 - Col. 4, line 4), which meets the limitation of means for executing 
an instruction using the cryptographic accelerator processor that references at least one operand 
using a first relative position in the local memory. The digital signature generated would meet 
the limitation of a means for generating a result based on the at least one operand. Once the 
authentication operations have been performed, the cryptographic processor can make a 
determination as to the validity of the new BIOS program (Col. 4, lines 7-10). Since this 
determination is being performed in the cryptographic processor, the digital signature would 
have to be stored in the local memory so that the cryptographic processor could operate on it 
when making the determination. Therefore, the limitation of means for storing the result at a 
second relative position in the local memory is met. Whenever data is stored, it is stored in a 
position relative to the base address of that local memory, and that position can be measured by 
an offset from that base address. Therefore, the limitation of the first relative position comprises 
a first offset from a base address in the local memory, and the second relative position comprises 
a second offset from the base address in the local memory. 

Referring to claim 27, Davis discloses a secure bios system that includes a host processor 
coupled to system memory (Figure 1, elements 30 & 32) and a cryptographic processor coupled 
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to a local memory (Figure 1, elements 41 & 42), which meets the limitations of a cryptographic 
processing system that comprises a host processor, a system memory coupled to the host 
processor, a cryptographic processor integrated circuit that comprises a local memory and is 
coupled to the host processor and the system memory (Figure 1, element 33), the local memory 
is exclusively associated with the cryptographic processor, a computer readable program medium 
having computer readable program code embodied therein. The cryptographic processor actively 
retrieves new BIOS program code from the host processor system memory, and stores the new 
BIOS program internally (Col. 3, lines 54-58), which meets the limitation of computer readable 
program code for loading at least one operand from the system memory to the local memory. 
The cryptographic processor authenticates the new BIOS program code using digital signature 
techniques that require public/private key cryptography (Col. 3, line 65 - Col. 4, line 4), which 
meets the limitation of computer readable program code for executing an instruction using the 
cryptographic processor that references the at least one operand using a first relative position in 
the local memory. The digital signature generated would meet the limitation of computer 
readable program code for generating a result based on the at least one operand. Once the 
authentication operations have been performed, the cryptographic processor can make a 
determination as to the validity of the new BIOS program (Col. 4, lines 7-10). Since this 
determination is being performed in the cryptographic processor, the digital signature would 
have to be stored in the local memory so that the cryptographic processor could operate on it 
when making the determination. Therefore, the limitation of computer readable program code for 
storing the result at a second relative position in the local memory is met. Whenever data is 
stored, it is stored in a position relative to the base address of that local memory, and that 
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position can be measured by an offset from that base address. Therefore, the limitation of the 
first relative position comprises a first offset from a base address in the local memory, and the 
second relative position comprises a second offset from the base address in the local memory. 

Referring to claim 32, Davis discloses a secure bios system that includes a host processor 
coupled to system memory (Figure 1, elements 30 & 32) and a cryptographic processor coupled 
to a local memory (Figure 1, elements 41 & 42), which meets the limitations of a cryptographic 
accelerator processor integrated circuit that comprises a local memory that is exclusively 
associated with the cryptographic accelerator processor, computer readable program medium 
having computer readable program code embodied therein. The cryptographic processor actively 
retrieves new BIOS program code from the host processor system memory, and stores the new 
BIOS program internally (Col. 3, lines 54-58). The cryptographic processor authenticates the 
new BIOS program code using digital signature techniques that require public/private key 
cryptography (Col. 3, line 65 - Col. 4, line 4), which meets the limitation of computer readable 
program code for executing an instruction using the cryptographic accelerator processor that 
references at least one operand using a first relative position in the local memory. The digital 
signature generated would meet the limitation of a computer readable program code for 
generating a result based on the at least one operand. Once the authentication operations have 
been performed, the cryptographic processor can make a determination as to the validity of the 
new BIOS program (Col. 4, lines 7-10). Since this determination is being performed in the 
cryptographic processor, the digital signature would have to be stored in the local memory so 
that the cryptographic processor could operate on it when making the determination. Therefore, 
the limitation of computer readable program code for storing the result at a second relative 
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position in the local memory is met. Whenever data is stored, it is stored in a position relative to 
the base address of that local memory, and that position can be measured by an offset from that 
base address. Therefore, the limitation of the first relative position comprises a first offset from a 
base address in the local memory, and the second relative position comprises a second offset 
from the base address in the local memory. 

Claim Rejections - 35 USC § 103 

13. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

14. The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148 USPQ 459 
(1966), that are applied for establishing a background for determining obviousness under 35 
U.S.C. 103(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating obviousness 
or nonobviousness. 

15. Claims 2, 17, 28 are rejected under 35 U.S.C. 103(a) as being unpatentable over Davis, 
U.S. Patent No. 5,844,986, in view of Garger, U.S. Patent No. 6,029,170. Referring to claim 2, 
Davis discloses a secure BIOS system wherein new BIOS code is digital signed in a 
cryptographic processor using public/private key cryptography (Col. 3, line 65 - Col. 4, line 4). 
The key used to the digitally sign the code can be retrieved from the host processor memory to 
the cryptographic processor memory (Col. 4, lines 47-56), which meets the limitation of loading 
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at least two operands from the system memory to local memory. Davis does not disclose that the 
new BIOS code and the key used to digitally sign the code are stored contiguously within the 
local memory of the cryptographic processor. It would have been obvious to one of ordinary skill 
in the art at the time the invention was made for the new BIOS code and the key used to sign the 
code to be stored contiguously in the local memory of the cryptographic processor in order to 
maximize the data retrieval performance from the memory as taught in Ganger (Col. 7, lines 1 1- 
13), which would ultimately cut down on processing time. 

Referring to claim 17, Davis discloses a secure BIOS system wherein new BIOS code is 
digital signed in a cryptographic processor using public/private key cryptography (Col. 3, line 65 

- Col. 4, line 4). The key used to the digitally sign the code can be retrieved from the host 
processor memory to the cryptographic processor memory (Col. 4, lines 47-56), which meets the 
limitation of loading at least two operands from the system memory to local memory. Davis does 
not disclose that the new BIOS code and the key used to digitally sign the code are stored 
contiguously within the local memory of the cryptographic processor. It would have been 
obvious to one of ordinary skill in the art at the time the invention was made for the new BIOS 
code and the key used to sign the code to be stored contiguously in the local memory of the 
cryptographic processor in order to maximize the data retrieval performance from the memory as 
taught in Ganger (Col. 7, lines 11-13), which would ultimately cut down on processing time. 

Referring to claim 28, Davis discloses a secure BIOS system wherein new BIOS code is 
digital signed in a cryptographic processor using public/private key cryptography (Col. 3, line 65 

- Col. 4, line 4). The key used to the digitally sign the code can be retrieved from the host 
processor memory to the cryptographic processor memory (Col. 4, lines 47-56), which meets the 
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limitation of loading at least two operands from the system memory to local memoryDavis does 
not disclose that the new BIOS code and the key used to digitally sign the code are stored 
contiguously within the local memory of the cryptographic processor. It would have been 
obvious to one of ordinary skill in the art at the time the invention was made for the new BIOS 
code and the key used to sign the code to be stored contiguously in the local memory of the 
cryptographic processor in order to maximize the data retrieval performance from the memory as 
taught in Ganger (Col. 7, lines 11-13), which would ultimately cut down on processing time. 
16. Claims 3, 18, 29 are rejected under 35 U.S.C. 103(a) as being unpatentable over Davis, 
U.S. Patent No. 5,844,986, in view of Garger, U.S. Patent No. 6,029,170 as applied to claims 1, 
2, 16, 17, 27, 28 above, and further in view of Mahmoud, U.S. Patent No. 6,567,91 1, in view of 
Schneier. Referring to claim 3, Davis discloses a secure BIOS system wherein new BIOS code is 
digital signed in a cryptographic processor using public/private key cryptography (Col. 3, line 65 
- Col. 4, line 4). Davis does not disclose that the BIOS code and the key used to digitally sign 
the code are different sizes. Mahmoud discloses that the typical BIOS is about 64k (Col. 1, lines 
35-37). We know that a kilobyte is approximately 1,024 bytes, and that there are approximately 8 
bits in a byte. Therefore, the typical BIOS would be approximately 524,288 bits in length. 
Schneier discloses that the desired key length for various cryptographic operations of varying 
security is no more than 128 bits (Pages 166-167). It would have been obvious to one of ordinary 
skill in the art at the time the invention was made for the BIOS code and the key used to digitally 
sign the code in the secure BIOS system of Davis to be different sizes because the cost paid in 
computing time to use a key of 500,000 bits in length does not justify what is being secured in 
Davis (See Schneier Pages 160-161), which is simply a BIOS. 
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Referring to claim 18, Davis discloses a secure BIOS system wherein new BIOS code is 
digital signed in a cryptographic processor using public/private key cryptography (Col. 3, line 65 

- Col. 4, line 4). Davis does not disclose that the BIOS code and the key used to digitally sign 
the code are different sizes. Mahmoud discloses that the typical BIOS is about 64k (Col. 1, lines 
35-37). We know that a kilobyte is approximately 1,024 bytes, and that there are approximately 8 
bits in a byte. Therefore, the typical BIOS would be approximately 524,288 bits in length. 
Schneier discloses that the desired key length for various cryptographic operations of varying 
security is no more than 128 bits (Pages 166-167). It would have been obvious to one of ordinary 
skill in the art at the time the invention was made for the BIOS code and the key used to digitally 
sign the code in the secure BIOS system of Davis to be different sizes because the cost paid in 
computing time to use a key of 500,000 bits in length does not justify what is being secured in 
Davis (See Schneier Pages 160-161), which is simply a BIOS. 

Referring to claim 29, Davis discloses a secure BIOS system wherein new BIOS code is 
digital signed in a cryptographic processor using public/private key cryptography (Col. 3, line 65 

- Col. 4, line 4). Davis does not disclose that the BIOS code and the key used to digitally sign 
the code are different sizes. Mahmoud discloses that the typical BIOS is about 64k (Col. 1, lines 
35-37). We know that a kilobyte is approximately 1,024 bytes, and that there are approximately 8 
bits in a byte. Therefore, the typical BIOS would be approximately 524,288 bits in length. 
Schneier discloses that the desired key length for various cryptographic operations of varying 
security is no more than 128 bits (Pages 166-167). It would have been obvious to one of ordinary 
skill in the art at the time the invention was made for the BIOS code and the key used to digitally 
sign the code in the secure BIOS system of Davis to be different sizes because the cost paid in 
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computing time to use a key of 500,000 bits in length does not justify what is being secured in 
Davis (See Schneier Pages 160-161), which is simply a BIOS. 
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